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B4o céo tom tat danh gia *ng dung Bluezone, (rng dung
truy vét COVID-19 chinh th&c tai Viét Nam, duoc BKAV -
moét cong ty phan mém tai Viét Nam — phat trién va van
hanh, do Chinh pht Viét Nam tai tro. Bluezone la &*ng dung
trén dién thoai thong minh s dung cdéng nghé dién toan
dam may. Bén nay da cé hon 10 triéu lwgt tai vé va sb
lwong nguoi dung dang tang I1én do *rng dung duogc Chinh
pht quang ba réng rdi. Ung dung duwoc nang cdp vao thang
8/2020, ban cap nhat vé co ban da kh&c phuc nhitng van dé
vé mat k¥ thuat so vé&i phién ban phat hanh trwéc dé. Tuy
nhién tlr day cling phat sinh nhirng lo ngai dang ké.

Ban cap nhat thang 8/2020 cla ng dung Bluezone hoat
dong twong doéi hiéu qua vé tinh nang truy vét tw dong trén
nén tang Bluetooth nang lvong thap (Bluetooth Low Energy)
giong nhw nhiéu &ng dung khac dwoc phat trién v@i clng
muc dich trén toan thé gi¢i. Bluezone thay d6i ma dinh
danh 15 phat mot lan, va vé mat nay co6 thé bao vé quyén
riéng tv cla nguoi dung twong dwong véi nhirng &’ng dung
tot nhat trén thé gigi. Bén canh do6, nha phat trién Bluezone
cho biét ho da céong bd ma ngudn cla &ng dung dé tang
tinh minh bach. Tuy nhién, nghién cku chi tiét duoc thuc
hién bang phuong phap dich ngwgc ma ngudn cla ng
dung tai clra hang Google Play cho thay mét lvgng I&n ma
ngudn chwa dwgc cong bd. Trong phan ma nguén chuwa
dwoc cong b6 nay an chira nguy co vé bao mat théng tin ca
nhéan.
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POC BAN PANH GIA NAY
TRUGC KHI TAI VE 'NG DUNG.

HOAT BONG CUA U'NG DUNG
BLUEZONE cO MOT sO RUI RO VE
BAO MAT.

TOAN BO LICH SU TIEP

XUc cUA NGU'O1 DUNG CO THE
PUQC NGUOI VAN HANH UNG
DUNG TAI VE.

MOT sO PHAN MA CODE
CHUA PUQC CONG BO CHO CONG
CHUNG.
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Khuyé’ .ngi

DE biét thém théng tin, vui long truy cép:

https://appassay.org/apps/bluezone/.

Minh bach trong phét trién cac ng dung truy vét da duoc
chirng minh la mo6t gidi phap hiéu qua cho cac van dé vé nhan
quyén. Tiéu chuédn d&r liéu cad nhan cao, sw tin twdng cula
ngudi dung va ty 1é chdp nhan dwoc cai thién nho viéc thu
thap phan hdi c&i m& va cdng tac cdng khai trén co s&@ ma
ngudn. Ung dung Corona-Warn-App cla BPlc la mét vi du.
Nhi*ng thr thach dat ra cho ng dung Bluezone c6 thé khéc
phuc d& dang bdng viéc stra déi mot s dong |énh, nhwng
diéu nay la chwa du dé c6 dwoc niém tin nguwdi dung. Phat
bi€u gay tranh cai cta nha phat trién (vi du nhv “Ung dung
lwu trée dv liéu trén thiét bi cda riéng ban, thay vi trén mot
may chu tap trung.”) va phan ma ngudn khoéng duwgc cdng b
la nhitng van dé vé sy minh bach va truyén théng can duogc
thay déi. Lam cho cong chldng nhan th&rc dwoc muc dich thuc
sy cla ng dung nay la buéc khéi dau quan trong. Bao céao

day da co tai http//appassay.org/apps/bluezone/.

RUi ro bao mat

Trong &ng dung, c6 mot ch&rc nang cho
phép nha phat trién c6 thé tai xuéng bat
ky ldc nao toan b0 lich sk ti€p xulc
(contact history) va mam géc mat ma
(cryptographic root seed) cla béat ky
ngudi dung Bluezone nao. Mam gdéc luu
trr & mot vi tri duy nhat mat khau caa
nguoi dung va cac bi mat dugc méa hoa
khac. Ma ngudn duoc cai dat dé cé thé
am tham tai xuéng lich s ti€p xUc va
mam goc. Piéu d6 cé nghia la nguoi
dung &ng dung khéng can phé duyét
cling nhw khéng dwoc théng bao vé diéu

nay.
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