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How to make sure you are not doing harm with your data related work
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d5a55509aya (Data Ethics)

Wnennaclaamnaau (Delicate)




D >> Determination - AU

andulAInnlsrdvAuaInIsIAs1zid IS UIATINTUDIAL
Decide on the purpose of doing analytics for your project.




E >> Explain - auqe

ATNUAYDULUAVDINIFTIUSILAE Iy A
Define the scope of data collection and usage




I. >> Legitimate - gnnviue

asu1aAsAL U UTDIAUNNL TANTAUNN NN Lasa1NEINNUNE
Explain how you operate within the legal frameworks,
refer to the essential legislation.




I >> Involve - (hediav

WaAHAUNNEIU ladruldauaslini1ssusadnisinainsiaslddaya
Talk to stakeholders and give assurances
about the data distribution and use.




c >> Gonsent - uaa

TesuAnuduaaunlIaA1nNNTALIU
Seek consent through clear consent questions.




A >> Anonymise - Liszynanu

JALANNIT5:UNIUAAR TRNNNTER
De-identify individuals as much as possible




T >> Technical aspects - amuinaila

maaaamw‘lmmmsﬂmemaualm
ToalanIrat i L RuATIInINILaaanI I NN

Monitor who has access to data,
especially in areas with high staff turn-over.




E >> External partners - Wusfinsnaauan

nsrvdauliuilanuanansuandjuRinuninsgiu
AlNUaanAauavtayaatNLANT
Make sure externals provide highest data security standards.




=0

dayafiavidandouduidasinadans15? / What is Sensitive Data?

e dinyadluumAa / Personal data

o dayafiiflumdnudy / Confidential data

o NIFFIMANLAYATIANTU UANITOTWAURIUTIUTayadIULARaNSadayaLlsy
119 / Combination of different datasets that can be combined into sensitive or
personal data

e dinyan1v[IINeN / Biological data

e WA UYAAALArasidanaal / Personal and sensitive metadata




dayadluumaa / Personal data

e N155%Y LU Faudavunaautinglseindnlssanan dnEaenIvNILAIN §553N80
ALENHLEAIUNUENTTN Fudala 1HsEEAY Taiusssu wiadvan uanaNnildesin
dayannasinueatn GPS niansdwniiada / identifiers such as names or
identification numbers, physical, physiological, genetic, mental, economic,
cultural or social characteristics, it also includes location data from GPS or
mobile phones




fayaniiluaruau / Confidential data

o AMUFLNIINIGAT N15RUEIU Tayait ldSun1saunsasTnadns lunsnddunis
Heyeun dayadiuaiulaansdy @u sHENIL Tayan1an153n AUNTLAYSEEL
Useind dayan1ynung / trade secrets, investigations,data protected by
intellectual property rights Security: passwords, financial information, national
safety, military information




n199ugmaaaya / Combination of different datasets

e N155MAALAYANFAU IUFNnsMAUIULTULDYaFIULARINTaDYAN
azldamnaauduldadne / that can be combined into sensitive or personal data




dayan1vg19nen / Biological Data

o MauBadninilndgaiug Funisatsanuasniniiuduatifunisunilavdayaiidie
ALY (FUDUAMNKAINUAILNNTGININ) / endangered (plant or animal)
species, where their survival is dependent on the protection of their location
data (biodiversity community)




waeAdiuyaraalazaat 1d1a / Personal and sensitive metadata

e LA LIlA5U "gadlayal’ze” udwaasnadmsaltudayanasidandaule
/ Just because metadata does not include the “real dataset”, does not mean
that it might not be sensitive
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