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Digital Security and Privacy




(Myth of perfect and permanent
security)

There is no single solution for keeping
yourself safe online.

Digital security is not about tools. But
understanding the threats and
proactively taking measures to counter
them.

There is always a vulnerability, not just
digital.

Constant updates and changes to
software, devices.

As secure as the least secure person
you interact.

Digital communication travels across
multiple networks, any of these could
be compromised.
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There are
133 million
BLOGS

on the web.

151Aa 2aua (vavaaua) / We are (Meta) Data

a

wasadi da dayaiftfunisdadnshdvianinodnaziy fatne

YAILUNELAG FAa /

5 exabytes :: 247
" billion
E

Metadata is information about the digital communications you of data.
send and receive. Some examples of metadata include:

e dalRavuavawa / the subject line of your emails
e JuruMiIuNAauLEaug / the pages you visited in your

browser .
e A%DINaVRIAUNALAAGD / the network of people in your
contact list
o ANyNVUBIUNFUNUI / the length of your conversations “Data is the new oil.”

e gAMLAnNISdUNUN / the time frame in which a
conversation took place

o dwniviinnudasns (sufivauiifagnssae) / your location , Clive Humby,
when communicating (as well as with whom) The world's most valuable resource is no

longer oil, but data (2016)
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nistansvdayanaas 15? / What is encryption ?

o ndTddaya Aanszuiunisulasdaainliitunisasasdiusigdy / Encryption is a
process of coding text.

o n1TnaATVEdaYya Aanscurunisilduudaniuiildidnsialy Wiudaaiunaunisidiiaid G
nIvNuNUNISLNSddaya / Decryption is process of decoding text, it is opposite of
encryption.

e MydaviluABnisSnarnudaannan o luntsilaviudayandaduilualnsaifdnalazanalan
dayanvauinasiie / It is security method used to protect data that are stored on a digital
device and when transferring data over the Internet. o
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naAnNAN: AANa, nranw, nnuune / Threats: Digital, Physical, Legal

e nsniAINavavAnLlangidnaala? / Is your digital device encrypted?

o Aaid1TNTANAVAIALLAZIALALAINEN1UNYED 11? / Do you backup your data
and store in different physical locations ?

o Aadilusaviinavial vualnsalvasnol arunnUuIau3aliu? / Are you
required to install an app on your device by law ?

o ‘lunnnuune annildnsarlsiliasavlgsvidnnu? / What rights do you have
when you are asked for your password by legal means ?




san 1w Yf!S / Those %#!S passwords!

o SUdNUTIAAIENUSEnaURIaGeY dudnual uasdAf liagdlunauiunsy /
Strong passwords contain mixture of numbers, symbols and non-dictionary
words. Using a phrase or group of words is better than nouns like names of
loved ones, pets or birthdays.

o ‘ldim3aviia 12U KeePassX iiNafiivuasidriunaiaiaianiasiiu liagneg
aanne / Use tools like KeePassX to generate strong passwords and keeps
them safe. htips://keepassxc.org

o Asusidn uainaua / Change your passwords regularly.

o nstududinuuuudaviunau (2FA) 14 Google Authenticator w3auail fiada
Authy.com / Two Factor Authentication using Google Authenticator or

Authy.com mobile app.

o WamudaaanauarSnetayafivdu Tinasaurladsvduay Yubico / For

better security and data protection consider using Yubico hardware keys.
QOSSO



https://keepassxc.org/
https://keepassxc.org/
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en&gl=US
https://authy.com/
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en&gl=US
https://authy.com/
https://www.yubico.com/

duauigmaunitnastunugiu / Basic
Computer Hygiene

e »573dau U1 sruudfiifinisuavnanRIlmasUDIA L
Nudlaagidua / Always ensure that your computer’s
operating system is up to date.

e OSX Mac uaz gnu/ Linux Lidaaadaanlisduazlaiig
au ¢ ansia 1l / OSX Mac and gnu/Linux are no longer
safe from virus and other malware.

o allinnwandsiasnulsauaziaig uargrudayann
INaANENILdNa / Regularly update Antivirus, Malware
software and its definitions database.

o aldrulnsraaduumaniniinasuavaal / Enable Firewall
on your computer.

14

Few years ago, NGOs
in Hanoi lost years
of data to
Ransomware

attack. Amalware

software on infected
Windows computer of a staff
member accessed the
organizations file server and
encrypted 10 years worth of
documents and demanded
to pay in bitcoin to decrypt
the files.
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Basic Computer Hygiene (cont.)

2t 1lasW USB war SDCARDSs anuuasii lunisada / Do
not use USB drives and SDCARDs from untrusted sources.

a1 NAaNRIna59 1 lae 1l lasua / Do not leave your
computer unattended.

Untlaiuuan/ iastWuludidemndin (Graffer/dfiannil) uay
Uan1slauadnsallunnemiuau wazaulaswinasaanainnises
A1 / Physically cover up webcam / built-in microphone with
cloth tape (Graffer/Scotch tape). Also disable the devices in
control panel, remove drivers from settings.

nanLagIN19fnnvanALLIsINLLaY LY LEada / Avoid
installing software from untrusted sources.

Walldadede Tinasuusuazfinneluiannsdn / When in doubt
format and reinstall from official disk.

14
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n195nedaannauuiana / Mobile Security

naniasninsnisdnilavaiayauay Google/Apple tiavainfinisuasdayadiudrvain g linuyanasu
luade / Avoid Google/Apple data protection. They have shared user’s private information with
others in the past.

‘laf59is PIN / Use a PIN.
[insvidailnsal / Encrypt device.

windinagandursmsdwiuatnaagias (fanunisdlinnatnaiuniinisuas Google Android) /
Keep your phone software updated (Official Google Android updates).

n3daudNSVavLa4 Android adndinaviiail4 M ligunasnun / Review Android App permissions.
Don’t install from unknown sources.

vndede Lidauldaigainiav ldaruavalnsnlnniainiseeu / When in doubt, wipe your phone
using factory reset.

agasaInsinnuanmum ufensadnsnsaie / Don't charge your phone at free public charging
stations.

V9fuarv fidaaasizain Guardianproject / Use secure apps from guardianproject.info/apps.



https://guardianproject.info/apps/
https://guardianproject.info/apps/

Virtual Private Networks(VPN)

Your internet service provider could monitor and log
your browsing history. Public WiFi networks are not

very secure. VPN creates a secure tunnel to avoid
monitoring and bypasses blocking.

Opera Browser Free VPN (Limited data)

RiseUp Free VPN (Free, Open, No registration
required)

Proton VPN (Free, Requires registration)

vpn.mozilla.org (To be announced USD 5%/month)

You can use Lantern to allow your mobile apps to
connect to Internet services that are blocked. VPN
could be used on mobile devices as well.

Orbit : Tor for Android

psiphon3.com

N luan198umaslnuavnUdINITnRARULAY
Tundszifnnsidnansavale insading WiFi
d1s15au Wldaaanun VPN @5 luvAdayai
Uaaanaiandniasvnisnsiadauazn1sudan’le

Opera Browser VPN W3 (fiayadnna)

RiseUp VPN W3 (W3 1ila lusavavnziiiean)

Proton VPN (W3 siavaamneiiian)

vpn.mozilla.org (finavazdsznnd 5 USD/ifiaun)

aaudmsa’ld Lantern iWaaugaTiualiiafaigan
safuusn1sdumasiilangnudan dmian’le VPN
vualnsaiiafialdidunu

Orbit: Tor d1115u Android

psiphon3.com



https://www.opera.com/features/free-vpn
https://riseup.net/en/vpn
https://protonvpn.com/
https://vpn.mozilla.org/
https://getlantern.org/en_US/index.html
https://play.google.com/store/apps/details?id=org.torproject.android&hl=en&gl=us
https://www.psiphon3.com/
https://www.opera.com/features/free-vpn
https://riseup.net/en/vpn
https://protonvpn.com/
https://vpn.mozilla.org/
https://getlantern.org/en_US/index.html
https://play.google.com/store/apps/details?id=org.torproject.android&hl=en&gl=us
https://www.psiphon3.com/

dany Wuin1s VPN aavpauatinvgigaan N
usn1s VPN a1ave) 1sdurvsqafiadindasnnauinniiudnisuasindu

Choose your VPN provider wisely.
Some European VPN services are generally considered more secure than others.




Viauiune ldszuasw / Browse Anonymously

o ulusEasuavanulanandia lvi? / How secure is your web browser?

e browsercheck.qualys.com

e cloudflare.com/ssl/encrypted-sni/

o adlg5UuuunsInIINIsaITaLdi1lduay Chrome 1viaanlannszuuiiayd Facebook waziiys e
\Taadllfianie ) / Don’t use Chrome Sign In feature, Log out of Facebook / Social media
accounts.

o Lla "wilsinvdIun" wav Firefox w3a "Tuua liszuaiau" a1a9 Google Chrome / Or use
Firefox ‘Private Window’ or Google Chrome ‘Incognito Mode'.

e JAWANALLSILEHDS (WWYLAZaviia > avdayan1sviavliu > anAlazdayaniudu ¢ ) / Clean
Browser Cookies (Tools menu > Clear browsing data > Cookies and other side data).



https://browsercheck.qualys.com/
https://www.cloudflare.com/ssl/encrypted-sni/

viautdune ladszuasu / Browse Anonymously (Cont.)

o ‘lfim3adtiiadunn duckduckgo.com “3a gwant.com / Use duckduckgo.com or gwant.com
search engines |

e URL duq anaifludunsa as1adauviudlainaa i lauasdennildafiasniu
L "example.com/?fbclid= "/ Tiny URLs could be dangerous. Ensure you don’t
share links with tracking codes in them ‘example.com/?fbclid= ’

o laf 1.1.1.1 (ua uaz DNS wian1sviaviivadvilaannie) / Use 1.1.1.1 (App and DNS for
secure browsing)

e ‘lof Tor Browser 52 VPN w3310 RiseUp / Use Tor Browser torproject.org/download or
Free VPN from RiseUp

e 4 Privacy Essentials Addon €183 DuckDuckGo ‘l¥iazuuuiivlagninnisfinninuasalng
\udausn duckduckgo.com/app / DuckDuckGo Privacy Essentials Addon. It grades
websites based on tracking and privacy. duckduckgo.com/app



https://duckduckgo.com/
https://qwant.com/
https://duckduckgo.com/
https://qwant.com/
https://1.1.1.1/
https://1.1.1.1/
https://www.torproject.org/download
https://riseup.net/en/vpn
https://www.torproject.org/download
https://riseup.net/en/vpn
https://duckduckgo.com/app

deawa’lvidaanns / Secure Email

o JlU3n1sAwmativaansie 1 Proton Mail wax RiseUp / There are secure paid email services like
Proton Mail and RiseUp.

o winAnulaticyd Gmail ¥5a Google Apps W3 aaudn1sa’la lusunsnsudvua Mozilla
Thunderbird + Enigmail / If you are using free Gmail or Google Apps account, then you could
use an email client Mozilla Thunderbird + Enigmail .

° sﬁavxlmn‘su‘l‘ﬁ GNU PGP Lwamﬁwaamamamm Lwa‘lmwalmmua WNSUBLA winfufigunsa
dutilavinBiua’lst / This software uses GNU PGP to encrypt your email so only you and
receipt of the email can read the email contents.

e adialWduuviwaleodnTuls dnasiuidungnaaniinasuatnns IZausiiuduAefy
"Email Self-defense" / Do not open email attachments automatically. They are quite often
used to compromise your computer.

e Learn more about ‘Email Self-defense’ at emailselfdefense.fsf.org.



https://protonmail.com/
https://riseup.net/
https://www.enigmail.net/index.php/en/home
https://gnupg.org/
https://emailselfdefense.fsf.org/
https://emailselfdefense.fsf.org/

fudamuuanlvidaanne / Secure Messaging

o ldInsmaiFavuazdy SMS rrunsdniiafialidaanny meL‘mmedsuuuimﬂuwmimaﬂummmuu
a\manLamm'i‘léﬁsﬁaa‘sw'iawmﬂﬂLﬂmﬂumauamauLaﬂmaau / Mobile voice calls and SMS are
insecure. They are logged by telecom companies, so avoid using real names or discuss sensitive
information.

e nisdvtiaaunlaanndldnisiginsridannsunvivdataniy aasiulamauingyuanlaaanalaiilea /
Secure messaging uses end-to-end encryption. You'll see a secure padlock icon when it is on.

o ‘danuduiifidamlinunvinglidmsudayanazidanaau daninazrig lnavainniu ldauduriini@an /
Use disappearing messages feature for sensitive information. Messages will disappear after certain
number of seconds.

e Signal inanfluszuuditannuidasadaiga Teyd Signal NgnnuvunaauInsdniiiadiavanaiiniiu
\&e19 */ Until recently Signal was the most secure messaging system. Signal account is tied to your
mobile number which is risky.

e Session (Hluudnisavdianundaaanauuulninalialiqauvdniaovnisisuiaas 1tulasenisia
Wuarasd / Session (getsession.org) is an new secure messaging service that helps you to avoid
censorship. It is open source project.



https://getsession.org/
https://getsession.org/

nstasudaadn / Disk Encryption

e Microsoft Windows snw3audiu "Bitlocker” Gaiflusandunsidinswadainitiunssudns
81151 Windows 10 Mac OSX ‘lgaandusiainsvid@an "FileVault" / Microsoft Windows
comes bundled with ‘Bitlocker’ a proprietary disk encryption software for Windows 10.
Mac OSX uses ‘FileVault’ disk encryption software.

e VeraCrypt.fr iflussuuginsvdfddnlasnnauuulamusasdiuazwg / VeraCrypt.fr is free
open source secure disk encryption system

o AuusninfefunisldiuidaAundilaansauas VeraCrypt vuaauiiamas MS
Windows wtaz OSX Mac / Instructions how to use VeraCrypt secure file storage on MS
Windows and OSX Mac computers

o laanldisiaingddnuiunnn! / There are large number of encryption software !

° amauaumauaaaﬂmﬂﬂauwamawammamoﬂaamﬂﬂimﬂ‘kﬁ fileshredder.org waz"ay
Aufi919" 1u Mac OSX Disk Utility / Don’t forget to securely delete the data from your
computer using fileshredder.org (Windows) and ‘Erase Free Space’ option in Mac OSX
Disk Utility.



https://www.veracrypt.fr/en/Home.html
https://www.veracrypt.fr/en/Home.html
https://securityinabox.org/en/guide/veracrypt/windows/
https://securityinabox.org/en/guide/veracrypt/windows/
https://securityinabox.org/en/guide/veracrypt/mac
https://en.wikipedia.org/wiki/Comparison_of_disk_encryption_software
https://www.fileshredder.org/

n1stlavnuaiaya / Data Protection

e AUFftIEMUngUuNIgluRNUNNALITaIANUNIFIALALTAYRRIUMILEND LUINIIU TN RDIANTIEATUUAU TEILNE
wazllulfiia / Always follow local laws related to storage of private information. Your organization data
policy guidelines will outline the policies and practices.

lafugnnsiau Greenhost.net (unuglvitanisaaninaanilan) adatiudaya / Use services like Greenhost.net
(instead of popular cloud service providers) for storing data.

amLﬂumauaamoﬂaamﬂu‘lumﬁaqLsﬁswL'Ja'i OwnCloud #3a OpenNAS; Synology DiskStation fv5a451
‘D’a‘V\IGlLL’J’imaﬂu / Store data securely locally with OwnCloud or OpenNAS server. Synology DiskStation also
support these software.

wialdmaniimasiidavainiduarlasiatouan Lacie / G-Technology ffin1sidinsd / Or use a air gapped
computer and couple of Lacie/G-Technology external drives with encryption.

n31dauliuuladnfinisdrsavdiayaidulnd uazdaifivuandarunglranissneinnulaaaagIniIanIn /
Ensure regular backups are run and stored off-site with some physical security.

wA lagayadinyananainisnssualInu la (Pll) anngiudayaarianans / Redact personal identifiable
information (PIl) from databases and documents.

e asAdauINNazan EXIF wavgUniwliiidaya GPS uaszlaan / Ensure that images EXIF metadata doesn’t

gontain GPS and time information.
©@®@S0



214984 / References

G o v volo oo v v
wAdds 9 Yo Widnadnalir

e Security in a Box: hitps://securityinabox.org/en/ JaosisTuaimioe

e Surveillance Self-Defence:
https://ssd.eff.org/en/about-surveillance-self-defense

e Access Now Digital Security A First Look workbook:
https://www.accessnow.org/Digital-Copy-A-First-L ook-a
t-Digital-Security-EN

e Digital Security Courses Online:
https://totem-project.org/ o =

e 9 Tips to Stay Safe Online in the Age of COVID-19: 7 9 o
https://opendevelopmentmekong.net/9-tips-to-stay-safe W2k
-online-in-the-age-of-covid-19/
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https://securityinabox.org/en/
https://ssd.eff.org/en/about-surveillance-self-defense
https://www.accessnow.org/Digital-Copy-A-First-Look-at-Digital-Security-EN
https://www.accessnow.org/Digital-Copy-A-First-Look-at-Digital-Security-EN
https://totem-project.org/
https://opendevelopmentmekong.net/9-tips-to-stay-safe-online-in-the-age-of-covid-19/
https://opendevelopmentmekong.net/9-tips-to-stay-safe-online-in-the-age-of-covid-19/
https://data.opendevelopmentmekong.net/dataset/3df923a3-0f9d-4208-88e1-b0b3c175f4be/resource/c5ae24f5-f2b7-4625-9e29-60269b161e63/download/calendar-thai.pdf

Thank You
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https://creativecommons.org/licenses/by-nc-sa/4.0/
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